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PROGRAMME EDUCATIONAL OBJECTIVES (PEOs) '

After successful completion of the program, the graduates can have the ability to

PEO1 | Be cognizant in basic sciences, fundamental engineering stream along with con-
remporary problem solving, cnitical analyucal skills in electronics and communi-
cation engineening and the allied fields.

PEO2 |Understand the issues related to design and development: update the knowledge,
and skills through continuous leaming in the field of Electronics and Communi-
PEO3 | Demonstrate their technical skills, communication skills and research abilities
along with leadership skills in professional environment to empower employa-
bilaty, to go for higher education and to become entrepreneurs.

PEO4 |Be motivated with high ethical, human values and team work towards develop-
ment of the society.

PROGRAMME SPECIFIC OUTCOMES (PSOs)
At the end of the program, the studeat :

PSO1 | Able 10 gain knowledge in diverse areas of electronics and communication for
successful career entreprencurship and higher studies.

PSO2 | An ability 10 make use of acquired technical knowledge in core subjects to ana-
lyze and design process for vaniety of real time application, along with lite
skills to amive appropriate solutions.




The blockcham s an undeniably
ingentous mventton - the brainchild ol a
person or group of people known by the
pscudonym, Satoshi Nakamoto. But since
then, it has evolved into something greater,
and the main question every single person
1s askmg 1s: What 1s Blockchain?

By allowing digital information to be dis-
mbuted but not copred. blockchain technol-
ogy created the backbone of a new type of
miternet. Ongmally devised for the digital
currency, Bitcoin, (Buy Bitcoin) the tech
community has now found other potential
uscs for the technology.

A blockchain 1s, in the simplest of terms,
a ume-stamped series of immutable records
of data that 1s managed by a cluster of com-
puters not owned by any single entity. Each
of these blocks of data (i.e. block) is se-
cured and bound to each other using crypto-

Block chain technology

¢ AND COMMESTO AT

Pricture a spreadsheet that iy duplicated
thousands ol times across a network of
computers, Then imagine that this network
is designed to regularly update this spread-
sheet and you have a basic understanding of
the blockchain. -
Information held on a blockchain exists as a
shared — and continually reconciled —
database. This is a way of using the net-
work that has obvious benefits. The block-
chain database isn't stored in any single
location, meaning the records it keeps are
truly public and easily verifiable. No cen-
tralized version of this information exists
for a hacker to corrupt. Hosted by millions
of computers simultaneously, its data is
accessible to anyone on the internet.
n The reason why the blockchain has
gained so much admiration is that:

e It is not owned by a single entity,
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graphic principles (i.e. chain).

An infrastructure cost yes, but no transac-
Bon cost.) The blockchain is a simple yet
mgemous way of passing information from
A B a fully automated and safe man-
ner. Une party 1o & transaction initiates the
process by creating 3 block. This block is
venfied by thousands, perhaps millions of
computers distributed around the net. The
verified block is added 10 a chain, which is
stored across the net, creating not just 4
unique record, but @ unique record with a
unique history. Falsitying a single record
would mean falufying the entire chain i
milons of wstances. That is virtually 1m
| possible.

Bicown uses this model for monetary trans.
actions, but it can be deployed in m
o eploy many

| How Does Blockchain Work?

hence it is decentralized

The data is cryptographically stored
inside )

The blockehain is immutable, so no

e Can tam
mside the bl
The block
can track

Per with the data that is
whehain
chain s trans

d parent so one

w data if they wamt 1o

th.

Technology which have hclfpfdk

The Three Piljare

nology
The three main

1 Blockehgy, 1

Properties o

widespread acclaim are a5 follows: ‘-
*  Decentralization |

e  Transparency

¢ Immutability

Pillar #1: Decentralization
Before Bitcoin and BitTorren came
we were more used to centralized m*'!'
The idea is very simple. Yoy have =
tralized entity that stored ai| the d;;u
you'd have to interact solely wigh thas “
to get whatever information you n.-qw:“

Another example of a centralized
the banks. They store all your
the only way that you can pay
by going through the bank.
Pillar #2: Transparency
One of the most interesting and mssunder-
stood concepts in blockchaim technology
“transparency.” Some people sav a
blockchain gives you privacy while some
say that it is transparent. Why do you think
that happens?
Well... a person's identity is hidden va
complex cryptography and represented only
by their public address. So, if you were @
look up a person’s transaction history. you
will not see “Bob sent 1 BTC™ instead you
will we
“IMF 1 bhsFLkBzzz9vpF YEmvw T2 ThyCt
NZJ sent | BTC™. Speaking purcly fom
the point of view of cryptocurreacy, if you
know the public address of one of these bg
companies, you can sumply pop & m &
explorer and look at all the transactons hat
they have engaged in. This forces them ©
be honest, something that they have never
had to deal with before.
However, that's not the best use-ass. “‘f
are pretty sure that most of these companes
WOR't (ransact using Cryplocumencics,
even if they do, lhnf_\' won't do ALL thet
LrANSACHIoNs USing Cryplocurences.
Pillar #3: Immutability _ 2
Immutability, in the context of e H:‘“
chain, means that once something has
entered into the blockchain, it conmt
tampered with.  The use of metworks
nodes in cryptocurrencies. '
The pwr-u')—-T;nw network structure i“:d"?.
tocurrencies is structured according il
consensus mechanism that the) -%I:nl ore |
ing. o MUl DMAL
ence, Space division muluplexing { Multr- |
Adaptive SDMA, Increase nul?“'";m '
path mitigation, Decreased i€t =), |
interference, Best  suitability of ;
carrier modulations such as OFD?
Decreased co-channel interference
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cryptos  like  Bitcoin  and
Ethereum which uses a nor mal proof-ofl

meets a certam benchmark, with the use taking. Fthereum-based smarl contracts

of blockehain technology and Bitcoin help 1o automate the process.

enabhing the payout to be automated

work consensus mechanism (' thereum

[ wall eventually move on to Prool

The app, Boardroom, enables organiza-
ol

& #2 The sharing economy
{ Stake), all the nodes have the same privi

tional decision-making to happen on the

With companies like Uber and Airbnbh blockehain. In practice, this means com- |

lege. The dea 18 to create an epalitanan

| net LT ||u|l|l-|ll!lj{_ the shar INg economy s al- pany governance becomes ’“")‘ transpar-
MWOr . < 3 SE
——— ¢ nodes are not given any ready a proven success, Currently, how

| Special privileges, however, their func- ever, users who want to hail

[tlons and degree of participation  may

{differ. There s no centralized server/

ent and verifiable when managing {hgil;li't

assels, equity or information. 5 Supply |
chain auditing '

a ride
sharing service have to rely on an inter-

mediary like Uber. By enabling peer-to-

|
| Consumers increasingly want to kmrw\
| entity, nor 1s there any hierarchy, It is a e !

| flat topology.
'i Whe Will Use The Blockchain?

[As a web infrastructure, you don’t need
I to know about the blockchain for it to be

| - .
{ useful in vour life.

| ¢ , o= .
 Currently, finance offers the strongest use

| cases for the technology. International
| remittances, for instance. The World

Bank estimates that over $430 billion US
in money transfers were sent in 2015.
And at the moment there is a high de-
mand for blockchain developers.

What sew business applications will
result from this?

#1 Smart contracts

Distributed ledgers enable the coding
of simple contracts that will execute
when specified conditions are met,
Ethereum is an open-source blockchain
project that was built specifically to real-
ize this possibility. Still, in its early stag-
es, Ethereum has the potential to leverage
the usefulness of blockchains on a truly
world-changing scale.

At the technology’s current level of de-
velopment, smart contracts can be pro-
grammed to perform simple functions.

For instance, a derivative could be
paid out when a financial instrument

peer payments, the blockchain opens the
door to direct interaction between parties
a truly decentralized sharing economy
results.
An carly example, OpenBazaar uses the
blockchain to create a peer-to-peer ¢Bay.
Download the app onto your compuling
device, and you can transact with Open-
Bazzar vendors without paying transac-
tion fees. The “no rules” ethos of the
protocol means that personal reputation
will be even more important to business
interactions than it currently is on eBay.
#3 Crowdfunding

Crowdfunding initiatives like Kickstarter
and Gofundme are doing the advance
work for the emerging peer-to-peer econ-
omy. The popularity of these sites sug-
gests people want to have a direct say in
product development. Blockchains take
this interest to the next level, potentially
creating crowd-sourced venture capital

funds.

In 2016, one such experiment, the Ethere-
um-based DAO (Decentralized Autono-
mous Organization), raised an astonish-
ing $200 million USD in just over two
months. Participants purchased “DAO
tokens” allowing them to vote on smart
contract venture capital investments
(voting power was proportionate to the
number of DAO they were holding).
A subsequent hack of project funds
proved that the project was launched
without proper due diligence, with disas-
trous consequences. Regardless, the DAO
experiment suggests the blockchain has
the potential to usher in “a new paradigm
of economic cooperation.”
ance

4 Govern-

By making the results fully transparent
and publicly accessible, distributed data-
base technology could bring full transpar-
ency to elections or any other kind of poll

that the ethical claims companies make |
about their products are real I)mnbuu:d\
ledgers provide an easy way to ccnify‘
that the backstories of the things we buy
arc genuine. Transparency comes with
blockchain-based timestamping of a date
and location — on ethical diamonds, for
instance — that corresponds to a product

number. Blockchain, a Provenance pilm\
project ensures that fish sold in Sushill
restaurants in Japan have been sustaina- |

bly harvested by its suppliers in Indone- l-
sia.
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wideranging branch of computer serence
aworned with building smart machines
capable of performing tasks that vpically
require human intetligence Al is an -
rerdisciplinany scionce with muluple ap-

nroaches, bt advancements in machine
| learning and deep learming are croatng a
paradigm shift m virtually every sector ot

W

the tech industry.

HOW DOES ARTIFICIAL
GENCE WORK?

Less than a decade after breaking the

Nazi encryption machine Enigma and

helping the Allied Forces win World War
I, mathematician Alan Turing changed

history a second time with a simple ques-

tion: "Can machines think?"

Turnng's paper "Computing Machinery

and Intelligence™ (1950), and it's subse-
quent Turing Test, established the funda-

mental goal and vision of artificial intelli-
gence. At it's core, Al is the branch of
computer science that aims to answer
Turing's question in the affirmative. It is
the endeavor to replicate or simulate hu-
man intelligence in machines.

The expansive goal of artificial intelli-
gence has  given rise to many questions
and debates. So much so, that no singular
definition of the field is universally ac-
cepted.

The major limitation in defining Al as
simply “"building machines that are intel-
ligent” is that it doesn't actually ex-
plain what artificial intelligence is? What
makes a machine intelligent?

In their groundbreaking text-
book Anificial Intelligence: A Modern
Approach, authors Stuart Russell and
Peter Norvig approach the question by
unifying their work around the theme of
intelligent agents in machines. With this
in mind, Al is “the study of agents that
receive percepts from the environment
and perform actions."” (Russel and Norvig
viii)  Norvig and Russell go on to ex-
plore four different approaches that have
Historically defined the field of Al:

Thinking humanly
Thinking rationally
Acting humanly

INTELLI-

TTRONICS AND COMMUNICATION ENGINFERING

el Intethaenee

Aoting ral oy

The first two ideas concern thought pro

cosses and reasoning, while the others
Jeal with behavior, Norvig and Russell
focus particularly on rational agents that
act to achieve the best outcome, noling
“all the skills needed for the Turing Test

also allow an agent (o acl rational-

Iy." (Russel and Norvig 4).
Patrick Winston, the Ford professor of

artificial intelligence and computer sci-
ence at MIT, defines Al as  "algorithms
enabled by constraints, exposed by repre

sentations that support models targeted at
loops that tie thinking, perception and
action together."

While these definitions may seem ab-
stract to the average person, they help
focus the field as an area of computer
science and provide a blueprint for infus-
ing machines and programs with machine
learning and other subsets of artificial
intelligence,

HOW IS Al USED?

rtificial intelligence generally false under
two broad categories:

Narrow Al: Sometimes referred
"Weak AL" this kind of
cial intelligence operates within a lim-
ited context and is a simulation of human
intelligence. Narrow Al is often focused
on performing a single task extremely
well and while these machines may seem
intelligent, they are operating under tar
more constraints and limitations  than
even the most basic human intelligence,

o as
artifi-

- Artificial Intelligence

\rtifivial - General  Intellygene |
AGL sometimes referred 10

ALY 1s the kind of

(AGI) ]
as t-“"u"l

artilicial ntelligenge
see in the movies, |ike the roby
M

from Westworld or Data from Star Trek
Mar Tre

we

The Next Generation. AGH 1o 1 mach
a machine

with general intelligence and, mych like
’ a

human being. it can apply (hay intelly

gence o solve any problem.  Narrow

Narrow Al 1s all around us and 15 casily
the most successiul realization of artifi.

cral mtelheence to date With 1. lwcnus on

AT T

performing specific tasks, Narrow Al has
experienced numerous breakthroughs in
the last decade that have had "significant
societal benefits and have contributed to
the economic vitality of the nation.” ac-
cording to "Preparing for the Future of
Artificial Intelligence,” a 2016 report
released by the Obama Administration.
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RFID is an acronym for “radio-
frequency wdentification™ and refers to a
technology whereby digital data encoded
in RFID tags or smart labels (defined
below) are captured by a reader via radio
waves. RFID is similar to barcoding in
that data from a tag or label are captured
by a device that stores the data in a data-
base. RFID. however, has several ad-
vantages over systems that use barcode
asset tracking software. The most notable
is that RFID tag data can be read outside
the line-of-sight, whereas barcodes must
be aligned with an optical scanner. If you
are considering implementing an RFID
solution, take the next step and contact
the RFID experts at AB&R® (American
Barcode and RFID).

How it does work?

RFID belongs to a group of technol-
ogies referred to as Automatic Identifica-
tion and Data Capture (AIDC). AIDC
methods automatically identify objects,
collect data about them, and enter those
data directly into computer systems with
litle or no human intervention. RFID
methods utilize radio waves to accom-
plish this. At a simple level, RFID sys-
tems consist of three components: an
RFID tag or smart label, an RFID reader,
and an antenna. RFID tags contain an
integrated circuit and an antenna, which
are used to transmit data to the RFID
reader (also called an interrogator). The
reader then converts the radio waves to a
more usable form of data. Information
collected from the tags is then transferred
through a communications interface 1o a
host computer system, where the data can
be stored in a database and analyzed at a
later time.

RFID tags and smart labels

As stated above, an RFID tag consists
of an integrated circuit and an anienna.
The tag is also composed of 2 protective
material that holds the pieces together
and shields them from various environ-
mental conditions. The protective materi-
al depends on the application. For exam-
ple, employee ID badges containing
RFID tags are typically made from dura-
ble plastic, and the tag is embedded be-

~ Radio frequency identificatios

About RFID

~
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tween the layers of plastic. RFID tags
come in a variety of shapes and sizes and
are either passive or active. Passive tags
are the most widely used, as they are
smaller and less expensive to implement.

Passive tags must be “powered up” by
the RFID reader before they can transmit
data. Unlike passive tags, active RFID
tags have an onboard power supply (e.g.,
a battery), thereby cnabling them (o
transmit data at all times. For a more
detailed discussion, refer to this arti-
cle: Passive RFID Tags vs. Active RFID
Tags.

Smart labels differ from RFID tags in
that they incorporate both RFID and bar-
code technologies. They're made of an
adhesive label embedded with an RFID
tag inlay, and they may also feature a
barcode and/or other printed information.
Smart labels can be encoded and printed
on-demand using desktop label printers,
whereas programming RFID tags are
more time consuming and requires more
advanced equipment.

RFID applications
e  Although RFID technology has been

1
— e AMenna
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in use since World War 11, the de-
mand for RFID equipment is in-
creasing rapidly, in part due
1o mandates issued by the U.S. De-
partment of Defense (DoD) and Wal-
Mart requiring their suppliers to ena-
ble products to be traceable by
RFID.

Whether or not RFID compliance is
required, applications that currently
use barcode technology are good
candidates for upgrading to a system
that uses RFID or some combination
of the two. RFID offers many ad-
vantages over the barcode, particu-
larly the fact that an RFID tag can
hold much more data about an item
than a barcode can. In addition,
RFID tags are not susceptible to the
damages that may be incurred by
barcode labels, like ripping and
smearing.

From the read distance to the types
of tags available, RFID has come a
long way since World War II and
there is a bright  future
ahead. Review the evolution of
RFID.

For more information about how
RFID works and how to integrate
this technology into your business.
processessers connecting to a RAS
services, through a modem, can lim-
ited to accessing only that server, or
can be access to the entire network.
effectively, this is same as the local
connection to the network, except
that any type of data transfer runs
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Cyber Security

—

Cybersecunty

securing networks, systems and any other
[digital nfrastructure  from  malictous
" artacks. With
{ damages projected to exceed a staggering
:Sb trillion by 2021, it's no wonder banks,
|tech companies, hospitals, government
| agencies and just about every other sector
are investing cybersecurity
i infrastructure to protect their business
practices and the millions of customers
| that trust them with their data.
| What's the best cybersecurity strategy? A

cybererime

!s!rmg secunty infrastructure includes
ufmu]tiple layers of protection dispersed Ji§

t‘thmughom a company’s computers,
|programs and networks. With cyber

attacks occurmng every 14 seconds,
firewalls, antivirus  software, anti-
spyware  software and password

management tools must all work iIn
harmony to outwit surprisingly creative
cybercriminals. With so much at stake,
i's not hyperbolic to think that
cybersecurity tools and experts act as the
last line of defense between our most
vital information and digital chaos.

| Types of Cyber Attacks:

Cyber attacks come in all shapes and

sizes. Some may be overt ransom ware
attacks (hijacking important business
products or tools in exchange for money
to release them), while some are covert
operations by which criminals infiltrate a
system 1o gain valuable data only to be
discovered months afier-the-fact, if at all,
Crniminals are getting crafiier with their
malicious deeds and here are some of the
basic types of cyber attacks affecting

15 the practice of

thousands of people each day
Malware

Malware is used to describe malicious
software, including spyware, ransomware
and viruses. It usually breaches networks
through a vulnerability, like clicking on
suspicious email links or installing a
risky application. Once inside a network,
malware can obtain sensitive
information, further produce more
harmful software throughout the system
and can even block access to vital
business network
(ransomware).
Phishing:

components

Phishing is the practice of sending
malicious  communications (usually
emails)  designed appear  from
reputable, well-known sources, These

to

emails use the same names, logos,
wording, etc., as a CEO or company to
dull suspicions and get victims to click
on harmful links. Once a phishing link is
clicked, cyber criminals have access to
sensitive data like credit card, social

security or login |nlh:m;|1i;_};-_--'—"""
Social l*lnginrering

Social engineering s

. the process of
psychologically manipulating people into
divulging personal inform

alion, "hl'\'hlng
is a form of social eng;

neering, where
criminals take advantage of people’s
natural curiosity or trust. An example of
more advanced social engineering is with
voice manipulation. #In this case, cyber
criminals take an individual's vojce
(from sources like a voicemail or socia|
media post) and manipulate it to caf
friends or relatives and ask for credit card
or other personal information.
Man-in-the-Middle Attack
Man-in-the-Middle (MitM) attacks occyr
when criminals interrupt the traffic
between a two-party transaction. For
example, criminals can insert themselves
between a public Wi-Fi and an
individual’s device. Without a protected
Wi-Fi connection, cyber criminals can
sometimes view all of a victim’s
information without ever being caught,
Zero-day attack

Zero-day attacks are becoming more-and-
more common. Essentially, these attacks
occur between a network vulnerability
announcement and a patch solution. In
the name of transparency and security,
most companies will announce that they
found a problem with their network
safety, but some criminals will take this
opportunity to unleash attacks before the
company can come up with a security
patch.

CYBERSECURITY IN BANKING
AND FINANCIAL SERVICES

The financial sector invests heavily in
cybersecurity — after the Equifax hack,
it's only logical — but it's not an early
adopter of new technologies. In banking
and financial services the Cloud,
especially, has been met with skepticism.
In addition to being upsetting, financial
sector breaches can be wildly expensive.
The communication  and
networking on a large scale is carried out
through satellites, g are on their way to
destroy the whole system of satellites and
space stations orbiting around our globe
in the near future. This deadly debris
must be eliminated in order to have a

wireless




Heavily regulated offline and on,
financial nstitutions must comply with
more than 800 cvbersecurity Jaws and
{ standards — and Microsoft has helpfully
[ compled all of them nto a free Universal
Comphance Framework. The company
also offers detailed maps of how these
pequired  controls can be activated i
[Azure, and how they ntegrate  with
(prcal banking workloads. Azure also
fcomes  with  built-in  finance-friendly
| secunty features, like Al that crawls real-
| ime actiaty logs tor signs of traud.
| Force point
Forcepont’s secunty plattorm constantly
weighs security against convenience by

calculating constant real-time risk scores
for each user to carcfully distinguish
accidental  flubs  from  suspicious
behavior. The lowest-risk users then face
fewer authentication hurdles in the
Forcepoint  system, while higher-risk
users — potential hackers or internal
threats — are flagged. This user-centric

system protects on-premise and Cloud-
sed data centers equally well, It can

also scan webs of disparate endpoints,

including computers and phones, for

trouble,

Proof Point

Proofpoint offers protection against some
of the fringe digital threats faced by
financial institutions and other prime
hacker targets. The software safeguards
of enterprise social media accounts
(which can be used to phish customers,
dmong other things) and screens
attempted hacker invasions via social
engineering. The platform even protects

DEPARTMIN T 01 FLECTRONICS AND COMMUNICATION B3 NEERING

Apmnst non-compliance  threats using
ultra-modem  archiving  features  that
ensure banks nerther lose nor delete data
that must legally be on hand.

Fire Eye

Firel'ye's consultants patch
vulnerabilities by custom-fitting  the
company’s security platform, Helix, into
existing bank security systems. Though
heavily  regulated, ~ financial  sector
companies often have digital
vulnerabilities.  Routine mergers  and
acquisitions, for example, create
various gaps in threat coverage. Helix
offers a versatile fix, with features like
malware communication tracking —
which comes in handy at Citizens
National Bank of Texas, where Helix sits
between the enterprise firewall and the
Wild West of the internet, blocking
threats that might otherwise lcak through.
Check Point
Check Point’s comprehensive
architecture secures on-premise  data
warchouses mobile devices like phones
and laptops, even global networks of
ATMs. It's  designed to ward off
persistent  attacks, whether targeted
phishing campaigns or swarming bots.
And it does so while hewing to federal
and local regulations and prioritizing
macro-scale efficiency.

CLOUD MIGRATION?

In the near future, Mclntosh said,
financial institutions will cautiously
migrate to the Cloud. Though the
industry faces high-tech threats, it’s never
been known for early adoption. Financial
data is too sensitive for true
experimentation, MclIntosh explained,
and off-premise cloud storage is “a big
paradigm shift” for the field.

“The old security mentality was: I've got

E a building and then I'm going to put some

walls around it and I put up a moat and a
drawbridge and all these perimeters and
defenses,” she said.

In other words, it was all about on-

\ premise data storage. The notion of

entrusting  sensitive  information to

g outside servers banks can't directly

manage raises security question, which
Mcintosh  ponders daily. Potential
solutions include virtual firewalls and
encrypted Cloud storage — but it's
unclear what's right for banking.

“We're not just going and buying the
latest, greatest thing," Mcintosh said of
infosec professionals in the finance
sectlor. | We're] very strategic.”

The same goes for machine learning
solutions, though Mclntosh sees potential
applications in banking — especially in
fraud protection,

“If you think of the amount of raw data
that [our systems] ingest on a daily
basis... [it's] thousands and thousands of
events per second, Humans cannot make

sense of all that data,” she said. “In the
next couple of years | think that we're
going 1o have better algorithms to
analyze that data.”

But it's a slow process. Machine learning
algorithms must be trained to read cues
the way human security officers do, and
they need to be integrated into ultra-
secure sollware. McIntosh has yet to
come across the right machine learning
product for her bank

"A college degree 1sn't a prerequisite 1o
do a lot of the things that are in IT,”
Mcintosh explained. “There are high
school kids who can probably hack things
more effectively than some

professionals.”

The bootcamp, she thinks, can “tune up”
some of that organic talent that might not
flock to university campuses.
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Solar energy works by capruring the
sun's energy and tuming it inte electricity
for your home or business.

Our sun is a natural nuelear reactor. 1t
releases tiny packets of energy called
photons, which travel the 93 million
miles from the sun o Earth in about 8.5
minutes. Every hour, enough photons
impact our planet to generate enough
solar energy to theoretically satisty glob-
al encrgy needs for an entire year.

Currently photovoltaic power accounts
for only five-tenths of one percent of the
energy consumed in the United States.
But solar technology is improving and
the cost of going solar is dropping rapid-
lv. so our ability to hamess the sun's
abundance of energy is on the rise.

A 2017 report from the International En-
ergy Agency shows that solar has be-

come the world's fastest-growing source
of power — marking the first time that
solar energy’s growth has surpassed that
of all other fuels. In the coming years, we
will all be enjoying the benefits of solar-
generaled electricity in one way or anoth-
er.

How Do Solar Panels Work?

When photons hit a solar cell, they knock
electrons loose from their atoms. If con-
ductors are attached to the positive and
negative sides of a cell, it forms an elec-
trical circuit. When electrons flow
through such a circuit, they generate elec-
tricity. Multiple cells make up a solar
panel, and multiple panels (modules) can
be wired together to form a solar array,
The more panels you can deploy, the
more energy you can expect (o generale,
What are Solar Panels Made of?

Photovoltaic (PV) solar panels are made
up of many solar cells. Solar cells are
made of silicon, like semiconductors,

They are constructed with o positive layer
and a negative layer, which together cre-
ate an electric field, just like ina battery.
How Do Solar Panels Generate Elec-
tricity?

PV solar panels generate direct current
(DC) electricity. With DC electricity,
electrons flow in one direction around a
cireuit, This example shows a battery
powering a light bulb. The electrons
move from the negative side of the bat-
tery, through the lamp, and return to the
positive side of the battery.

With AC (alternating current) electricity,
electrons are pushed and pulled, periodi-
cally reversing direction, much like the
cylinder of a car’s engine. Generators
create AC electricity when a coil of wire
is spun next to a magnet. Many different

energy sources can “turn the handle” of

this generator, such as gas or diesel fuel,
hydroelectricity, nuclear, coal, wind, or

| solar.

AC electricity was chosen for the U.S.
electrical power grid, primarily because it
Is less expensive to transmit over long
distances. However, solar panels create
DC electricity. How do we get DC elec-
tricity into the AC grid? We use an in-
verter.

What Does a Solar Inverter Do?

A solar inverter takes the DC electricity
from the solar array and uses that to cre-
ate AC electricity. Inverters are like the
brains of the system. Along with invert-
ing DC to AC power, they also provide
ground fault protection and system stats,
including voltage and current on AC and
DC circuits, energy production and maxi-
mum power point tracking.

Central inverters have dominated the
solar industry since the beginning. The
introduction of micro-
!hc biggest technology shifts in the PV
industry. Micro-inverters optimize for
each individual solar panel,

v not for an
u.ntn'w‘: 'sular system, as central inverters
do. This enables eve,

: ry solar panel to per-
lurm at maximum potential, When a cen-
tral inverter is used, having a problem on
one solar panel (maybe it's in the shade

inverters is one of

or has gotten dirty) can drag down the

Ty s BN

performance of the entire solar array.
Micro-inverters, such as the ones
in SunPower’s Equinox home solar sys-
tem, make this a non-issue, If one solar
panel has an issue, the rest of the solar
array still performs efficiently.

How Does a Solar Panel System Work?

Here's an example of how a home solar
energy installation works. First, sunlight
hits a solar panel on the roof. The panels
convert the energy to DC current, which
flows to an inverter. The inverter con-
verts the electricity from DC to AC,
which you can then use to power your
home. It’s beautifully simple and clean,
and it's getting more efficient and afford-
able all the time.
However, what happens if you're not
home to use the electricity your solar
panels are generating every sunny day?
And what happens at night when your
solar system is not generating power in
real time? Don’t worry, you still benefit
through a system called “net metering.”
A typical grid-tied PV system, during
peak daylight hours, frequently produces
more energy than one customer needs, so
that excess energy is fed back into the
grid for use elsewhere.
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